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Novel Botnet DGA Domain Detection Method Based on Character
Level Sliding Window and Deep Residual Network
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Abstract: This paper proposed a character-level sliding window based deep residual network model SW-DRN (Slid-
ing Window-Depth Residual Network), which was the first to apply light depthwise separable convolution to the DGA (Do-
main Generation Algorithm) domain name detection. In SW-DRN, the use of depthwise separable convolution reduced the
number of model parameters by about 56% compared with standard convolution, which enhanced the efficiency of model
detection. Collect data from two different sources, named Real-Dataset and Gen-Dataset. Finally, comparison experiments
on the dataset with the proposed DGA domain name detection model by previous researchers. Experimental results on two
datasets show that the proposed SW-DRN model has achieved good results of 99.23% and 97.81% on the F-Score evalua-
tion indicator in the DGA domain name binary classification task. Compared with the existing DGA domain name classifica-
tion model, the SW-DRN has made a 1.23% and 1.01% performance improvement on the F-Score, enhancing the DGA do-
main name family recognition. At the same time, the proposed model tests in the generative adversarial networks to gener-
ate domain names, and it can be effectively identified.
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SW-DRN #1014 8 S 40 W i b2 21 %2 0. 01
32 Epoch [1)27 2] SR IH B R 1 1725 (AL A 4 Adam;
Epoch “}y 128 ; B(Batch size)=512.
4.2 Real-Dataset 1 Gen-Dataset

Real-Dataset £ 45 48 1 2 % 73 4 i : — &6 73 2 B i
M FEAS, > F Alexa Ui [A) i 2 BRHEA T — H T 1

w4 5 55— 8B4 F 360 Netlab DGA 23 JF 53 . Real-
Dataset Z05 52605 21 FF DGA ZEEG4E , RISy T 08
SRR () B, A SO B R A T R ORE

RSO B SE 28 R 58 T 19 DA B 44 FEAR
[] Hs 3 FH 3k 44 26 BBRE v 7™ A DGA 344 FE AR I T Alexa
R ek 24 — AR A B 1R R 44 A8 BB £ Gen-Dataset.
A C M Tnternet AR T 3 A3k 44 A2 BB 26, ARG AR
AN R4 B A A, #4005 JE 2 R TR) AR T 33 Fh
AR R DCA 384 , HAER N84 20 000.
4.3 EEEREEEIERR

SW-DRN R HA Z 3 R ME KRS . R 12
AR

®1 HEERRBER

- FURIIES
o DGA B A,
DGA 44 TP FN
B4 FP TN
TR .
TP+TN
ACC= T TN+ FP+ FN (2)
R
.. TP
precision = "0 (3)
% ( Detection Rate, DR) :
TP
DR= TP +FN 4)
124 % (False Positive Rate, FPR):
FP
FPR= FP+TN (5)
F - score = 2- pre?c'lswn -recall (6)
precision + recall

7% % 3 52K P Real-Dataset 47 78 B35 AS - 119 ]
L, PRLHGR FH “macro” J7 20T TELF - score HEBEAIE .
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TE Real-Dataset 23 £E F1 Gen-Dataset 20 E 45 | o
AT A SR 2 3 25 M 52 5, SR 04 % L S5 90 465 78 4
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1 LSTM-Attention ',

1F Real-Dataset Ui 45 A /- 2545 S an 3¢ 2 pr
7N . N 2 AT AR ST R Hh Y SW-DRN AR AL L
RERITE SASPPAL FE A5 AT TN I G, Ul TR
2 ) BERIAE DGA S 44 Kl v LA R B AN RS R PERE
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® . {H SW-DRN #L BUXE Gen-Dataset 0B 4L I 3% A ik
%] Real-Dataset %84l 48 [ —#F 0y R 22, 2 9 &
Gen-Dataset ZUHE4E ) DCA KIEHE T L T iR
) B

2 Real-Dataset BURE — X ER/%

LA 44 Acc precision recall F-score
LSTM 99. 14 99. 14 99.12 99.13
GRU 98. 82 98. 80 98. 81 98. 80

CNN-LSTM 99. 09 99. 08 99. 07 99. 07
Shallow-CNN 98. 66 98. 66 98. 62 98. 64
LSTM- Attention | 99. 15 99. 14 99. 14 99. 14
SW-DRN 99. 24 99.25 99.21 99.23

HERIAE Real-Dataset $0Hi 45 b 19 2 73 2S00 25 S 4n
FAPIR . RYETLI SR AT L I, SW-DRN B AU 7E &2
I ISHENRPPAGFERR F - score [, Hed Al X HEARE A 3 H 1
1.23%. H.SW-DRN 7£ gameover fil virut 45 5 ™55 1)
TRIRRIT R 0,76 21 DCA Z it IS T 4l an,

%3 Gen-Dataset HI#BE — DL LERITEL/%

A4 Ace precision recall F-score
LSTM 97.35 97.36 97.36 97.35
GRU 96. 14 96. 19 96. 17 96. 14

CNN-LSTM 97.21 97.21 97.22 97.21
Shallow-CNN 96. 92 96.93 96. 93 96. 92
LSTM- Attention | 92.42 92.45 92.44 92.42
SW-DRN 97.81 97. 81 97.82 97.81

R 7E—2E DGA Z 15 b AR e R X H AR AY |, {H AL K Bl
FUJ5 . [RIRE AR 5 H ) s AN XE A B, SW-DRN A5 Y L
Xof BERE R A B AR 22 70 2838 F5 | F-score #2717 1. 01%,
HAEZA DCA S04 15 b5 T HAWRI AL . (H[R] ik
SW-DRN £ %) 7 Real-Dataset £ 48 £ 1+ (14 1 328 45 52 A
H., Gen-Dataset 045 5 1 # DGA B4 FIGER 2T £ %)
GG R BIME 2 LK . 18 & L, 7E direrypt  pros-
likefan Fl dnschanger 5 — 265815 |, HA 44 2 o] A7 5
BEEAR L , AU R AR T HAL 5 .

£ 4 Real-Dataset ZHEER/%

LA LSTM GRU LSTM-Attention Shallow-CNN CNN-LSTM SW-DRN
el DR | FPR |F-score| DR | FPR |F-score| DR | FPR |F-score| DR | FPR |F-score] DR | FPR |F-score| DR | FPR |F-score
banjori 100 [0.01 |99.95(99.6 |0.078]99.43 | 100 |0.013|99.94 (99.98(0.029|99.85| 100 |0.018|99.91 | 100 |0.016|99.93
emotet 100 |0. 034 99. 84 |99. 88(0.029{99.8 | 100 |0.031]|99.85| 100 [0.026]99.88 | 100 |0.029| 99.86 [99.98|0.026| 99. 86
rovnix  (99.8 |0.037|99.73(97.98|0.243| 97. 83 [99. 68|0. 021| 99. 74 {99. 82|0. 013| 99. 85 [99.7 ]0.039| 99.66 [99.8 |0.013| 99. 84
tinba 96.82(0.51 | 96.01 {90.62|0.899| 90.98 [97.35|0.478| 96.42 [99.78|0.708| 96. 61 [99. 65]0. 661| 96. 76 |98. 88|0. 541| 96. 91
pykspa_v1 {99.98|0.01 | 99.94 |98.98|0. 136| 98. 84 {99.95|0. 029| 99. 84 {99. 88|0. 039| 99. 75 {99.92]0. 013| 99.9 [99.88|0.01 | 99. 89
simda  |99.18/0.01 | 99.54(99.65|0.091|99.39 | 100 |0.031| 99.85(99.95|0.037|99.8 [99.95/0.034| 99. 81 [99.98|0.031]| 99. 84
ramnit  [90.96|1.275| 89.43 [79.67(2.29 | 78.87 |90. 14[1. 098] 89.75 [91.09|1. 025| 90. 59 |90.96|1.015| 90.57 |93. 17|1. 119| 91. 3
gameover [99.71(0.003| 99. 83 [98.54]0. 025| 99. 06 |99. 67(0. 018] 99. 69 [99. 71{0. 003| 99. 83 |99.75/0.03 | 99.63 |99.71| 0 |99.85
ranbyus |90.97(0. 276| 92. 68 |88. 23|0. 547| 88.77 |91.79(0. 314| 92.79 |92. 56(0. 301| 93.32|92. 17|0. 177| 94.25 |92. 36|0. 124| 94. 85
virut 100 0 100 | 100 0 100 {99.9 |0.005/99.9 | 100 0 100 | 100 0 100 | 100 0 100
murofet  [86. 62/0. 387| 88. 48 [80. 08]0. 833| 80. 15 |91. 82(0. 528 89. 88 |90. 77|0. 427| 90. 38 |90. 48|0.439( 90.08 | 91 |0.385|90. 95
necurs  [87.95]0.423| 88.53 [70.39|1.075| 71.22 |86.95[0.317| 89. 17 [84. 13]0. 408| 86. 51 |88.32|0.325| 89. 86 |88.57(0. 145| 92. 14
shiotob  [96. 61(0.076| 97.31 |78.78|0.816| 78.93 |97.55|0.052| 98. 11 [94.85(0. 14 | 95.6 [95.29]0.12 | 96.08 [96.42|0. 054| 97. 49
symmi 100 [0.002] 99.94 (99.76(0.012|99.59 | 100 0 100 100 0 100 | 100 0 100 | 100 0 100
shifu 99.02{0.081| 96.27 {94.69|0.024| 96.3 [98.23]0.01 | 98.71 |98.62|0.007| 99.01 [98.43]0.01 | 98.81 [98.82]0.007| 99. 11
suppobox {99.5310. 045| 97. 56 [94.55|0. 081 93.33 | 100 [0.012| 99. 41 |98. 82|0.048| 97.09 |99.29]0.029| 98.24 | 100 |0.014| 99.29
qadars  [98.75]0.021| 98.26 [79.25|0.232| 77.89 99.5 [0.002] 99.62 [89.5 [0.043|92.27 | 96 |0.053|95.29|99.75| 0 |99.87
locky 54.9810.207| 57.08 |25. 11]0.407| 25.22 |56.28|0. 169| 60. 19 |29. 87|0. 088| 40. 95 {39.39]0. 086| 50. 84 |58.87(0.09 | 67.16
chinad  {98.5 |0.002| 98.99 [83.5 |0.031|87.89| 98 [0.002|98.74(98.5 |0.005|98.75|97.5 [0.002]|98.48 | 99 |0.007|98.75
cryptolocker|40.5 |0.204| 44. 14 | 23 ]0.349(23.41| 48 |0.147|53.63 | 43 |0.107|51.96 |52.5 |0.088| 61.4 |60.5 |0.145] 63.35
dyre 100 [0.002|99.75(99.5 |0.005|99.25| 100 |0.005|99.5 100 |0.002|99.75| 100 0 100 | 100 0 100
macro  [92.38] - [92.53|84.85| - |85.05(93.09| - [93.55(90.99| - [91.9892.34| - |93.3 |94.13| - |94.78

g gE— B SW-DRN BPERE , 51 % 24 5 A= ikt
R 7 1) DGA 4% AL T2 5T ) DGA B
RIS . A SO A 3 AT XX R B B 2 AR AL
AL, 533 DeepDGA™®  MaskDGA"Fl CharBot ™. 2 6

J& SW-DRN 43 HITEIX 3 Fl A= il 44 i 4R 1 i 45

SW-DRN 7E DeepDGA ,MaskDGA 1 CharBot iX 3 F A 4l
B 44 B9 B IAS TR IRCR (B H T CharBot i
ELHER G BA FAF BA S B L AR AL 4
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K5 Gen-Dataset BHELER/%

A2 LSTM GRU LSTM-Attention Shallow-CNN CNN-LSTM SW-DRN
Z DR | FPR |F-score| DR | FPR |F-score| DR | FPR |F-score| DR | FPR |F-score| DR | FPR |F-score] DR | FPR |F-score
pitou 100 [0.007/99.9 [99.93|0. 006| 99. 88 |99. 98|0. 023/ 99. 67 | 100 |0. 004| 99. 94 |99. 68|0. 013| 99. 65 | 100 |0. 005| 99. 93
doader 99.55(0. 153|97. 67| 100 {0.159(97.81 | 100 (0. 156|97.85| 100 |0. 156| 97. 85 |99. 82|0. 156/ 97. 76 | 100 |0. 154| 97. 88
locky 79.7 10.986| 76. 83 72. 55(0. 549| 77. 17 [70. 48(0. 397| 77. 59 |66. 8 {0.703|71.6 |[71.8 |0.502|77.23 |76. 85|0. 508 80. 41
newgoz 99.98(0. 001/ 99.97(99.95( 0 [99.97(99.98| 0 [99.99(99.95/ 0 |99.97 |99.92/0.003|99.92(99.98| 0 |99.99
direrypt 69. 45(0. 839| 71. 94 69. 58(0. 973| 70. 63 |76. 18|1. 064| 73.9 |73. 88|1.349| 69. 73 |72. 1 |0. 885| 73. 19 [74. 82|0. 846| 75. 33
paderypt 100 [0. 002/ 99. 98 99. 92|0. 006| 99. 88 [99.95| 0 |99.97 | 100 |0.004| 99. 94 |99. 95/0. 009| 99. 85 | 100 |0. 001|99. 99
symmi 99.98] 0 |99.99( 100 [0.004|99.94(99.92| 0 |99.96| 100 | 0 | 100 | 100 [0.004/99.95| 100 | 0 | 100

murofet 99.98] 0 199.99( 100 | O | 100 [ 100 | 0 | 100 | 100 | O | 100 [99.95/0.001/99.96| 100 | 0 | 100

proslikefan  [61.4 [0.768| 67.09 |55. 82[1.01 |60.59 |62.6 |0.673| 68.95 [51.62(0.721|60. 05 |60. 85(0. 662| 67. 8 |66. 62(0. 821| 70. 22
reconyc 95.7 [0.068|96.85(93. 6 [0.001|96. 68 [96.05[0. 05 | 97.29 [94.7 |0.038| 96. 74 |95. 08/0. 039| 96. 93 |95. 52|0. 032| 97. 26
ranbyus 96. 48(0. 241| 94. 92 (98. 68(0. 268| 95.7 [98.3 [0.235/95.94 [98. 1 |0.265|95. 44 |98. 68|0. 287| 95. 45 [99. 98|0. 257 96. 49

dnschanger  |52.42[2.223| 48. 76 |68. 25(2. 834| 55. 02 [34. 98(1. 571/ 39. 03 |48. 15|2. 004| 47. 07 |53. 42|2. 213| 49. 52 |40. 72|1. 681| 43. 3

shiotob 92. 88(0. 132| 94. 48 {92. 42(0. 043| 95. 46 (92. 35(0. 018 95. 77 [92.7 [0.06 |95.37 |92. 55/0. 116| 94. 52 [92. 3 |0. 022 95. 68
fobber 46.78|1.979] 46. 19 |33. 15|1. 372 38. 59 [65. 4 |2. 604 54. 78 |53. 52|2. 265| 49. 25 |46. 45|2. 005| 45. 77 |59. 05|2. 513| 51. 38
qadars 99.98(0. 004/ 99.93(99.45] 0 {99.72(99.72| 0 |99.86(99.58/0.021|99. 49 |98.22/0.003|99.07 | 100 |0.003|99. 96
ramdo 100 [ 0 | 100 | 100 [0.002(99.98| 100 | 0 | 100 | 100 |0.002]99.98 | 100 |0.002/99.98| 100 | 0 | 100

corebot 100 [0.001/99.99(99.88| 0 [99.94| 100 [0.002/99.98| 100 | 0 | 100 [99.98/0.001/99.97| 100 | 0 | 100

0

qakbot 58.25|0.453|68.13 [61.8 |0.718{67.9 |65.8 |0.639|71.6 |57.12]0.385|68.02 [59. 12]0. 462| 68. 69 |62. 85(0. 443| 71.7

nymaim 85.88[1.495|75.33 | 53 |2.241[49.05|78.62|1.288|73.17 |47. 18|2. 465| 43. 55 |84. 12|1. 664| 72. 84 |90. 62|1. 543| 77. 42

necurs 81.75]0.211| 87. 11 |79. 25|0. 029] 88. 02 {80. 85|0. 055| 88. 65 |70. 25(0. 288| 78. 77 |79. 18]0. 203| 85. 64 |81. 05]|0. 02 | 89. 26
simda 100 0 100 | 100 0 100 | 100 0 100 | 100 0 100 | 100 0 100 | 100 0 100
suppobox 95.38]0.322(93.3 [97.55|1.213|84.19(90.92/0.07 |94.27|85.75|0.303|88.28(92.7 |0.503] 89. 62 (92.55(0. 041| 95. 56
pykspa 72.15|1. 414| 68. 07 |76. 25|2. 155| 64. 35 |84. 58|2. 405| 67. 04 |68. 42|2. 36 | 58.25 |80. 22|1. 823/ 69.29(79. 1 |1.49 | 71.56
mydoom 100 |0.004]99.94| 100 |0.025|99. 65|99. 85|0.004|99.86| 100 [0.006]99.91 (99. 78/0.02899.5 | 100 [0.001|99. 99
vawtrak 99.95|0. 006| 99. 89 | 100 |0.036|99.48 |99.97|0. 004| 99.92| 100 |0.028/99.6 |99.72|0.027|99.48| 100 |0.003|99.96
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